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DF Tools Philosophy

• DF Software are tools NOT solutions

• Picking the right tool for the job is important

• Competence in using the tool is more 
important than the number of tools in your 
“toolbox.”

• Balancing act in ease of use, utility, and 
efficiency.



Tool Functions

• Data acquisition

• Validation/discrimination (Nelson, et al.)

• Data extraction

• Reconstruction

• Analysis

• Reporting (Nelson, et al.) NOT!



Tool Classification

• Operating system tools
– DD, grep, fstat, md5sum, etc.

• Command line tools
– Hama, Maresware, Sleuthkit

• Hex editors
– WinHex, Diskedit

• Integrated GUI
– Encase, FTK, Prodiscover

• Network based tools
– Enterprise Encase/FTK, OnLineDFS

• Mobile Devices
– Paraben, XRY, Encase, FTK



http://www.cyberstc.com/tour_04.asp



Autopsy Browser

http://www.sleuthkit.org/autopsy/images/timeline1.gif



GUI - FTK



Mobile Device - Oxygen

http://www.oxygen-forensic.com/images/screenshots2/images/desktop/Device.png



Hardware

• Workstations

– Desktop

– Virtual

– Cloud

• Portable Acquisitions

• Write Blockers



Remember…

It’s not the tool,

It’s the Carpenter!

Thanks for listening!


