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DF Tools Philosophy

DF Software are tools NOT solutions
Picking the right tool for the job is important

Competence in using the tool is more
important than the number of tools in your
“toolbox.”

Balancing act in ease of use, utility, and
efficiency.



Tool Functions

Data acquisition
Validation/discrimination (Nelson, et al.)
Data extraction

Reconstruction

AEIVSE

Reporting (Nelson, et al.) NOT!



Tool Classification

Operating system tools

— DD, grep, fstat, md5sum, etc.
Command line tools

— Hama, Maresware, Sleuthkit
Hex editors

— WinHex, Diskedit
Integrated GUI

— Encase, FTK, Prodiscover
Network based tools

— Enterprise Encase/FTK, OnLineDFS
Mobile Devices

— Paraben, XRY, Encase, FTK



£ OnLineDFS: Initial Acquisition - Mozilla Firefox
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Initial Acquisition

Select the mitial acquisition operations to be performed:

. ¥ Security event log . M Logged in user(s)

¥ System event log . ¥ SMB connection list

W Application event log . ¥ Open network shares

¥ Ethemnet statistics . P IP interface configuration

. P Network protocol statistics . ¥ Ethemet ARP table

W Retrieve time and date . ¥ All network connections/listeners
W General system information . W IP routing table

. W Environment vanable definitions . ¥ Local NMB network

. ¥ Running process information . ¥ Files open by remote machines

. ¥ Process thread information . ¥ NetBIOS local name table

. M Registered services 26. W User account list

. M Registered drivers . ¥ User account groups

. ¥ Open handles . W Startup/login items in registry

. ¥ Open DLLs . ¥ Startup/login items in profile directorics
. M Process/port associations

1
2.
3.
4.
5
6.
7.
8
9

Select All | Select None

Chcasredain | )

Items will be acquired in numerical order, where the most volatile information is acquired first. Operations selected by default
are those available on the target machine under user-selected access methods supported by the target machine.

Logged in user: miller [account mgmt] Log out of OnLineDFS
Case #: 2005-April-15 Select/Create inquiry
Inquiry: Suspect PC - First Look [details] View inquiry log
Inquiry target: 192.168.171.201 Add annotation
Target administrative user: 192.168.171.201\Administrator (passwud uchod) Add to report | View report

A APPSR N e DL IR I R L R TUL LR R N e LAY

(12120 5 (@] ] [ ] A5

http://www.cyberstc.com/tour_04.asp



Autopsy Browser

CREATE DATA FILE VIEW TIMELINE
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263-128-4 Cisystem32/oemnadem.inf
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49-144-7 Cifsystem32

191-128-4 C:fsystem32/lsass.exe
191-128-4 C:fsystem32/lsass.exe (deleted-realloc)
268-128-4 C:fsystem32/oemnadin.inf
185-128-4 Cusystem32/LMREFPL EXE
2609-128-4 Cifsystem32/oemnadlb.inf
264-128-4 Cfsystem32/oemnaden.inf
266-128-4 Cisystem3Yoemnadfd.inf
179-128-4 C:fsystem32/kml386.exe
267-128-4 Cisystem3Yoemnadim.inf
182-128-4 C:system32/label.exe
265-128-4 Cisystem32/oemnadep.inf

~rWXrWXrW X
didrwxrwxrwx
== TW R TW XWX
=f=TW AW XWX
~-TWXTWXIWX
~TWXIWXIW X
--PWXIWEIW X
-f-IWAXTW XWX
= =IW KW XWX
= TWXIW XWX
~/-PWXTWXIW X
~-TWXPW XWX

2 o o o o O o o o o D o o o

=f=TWXTW XWX

http://www.sleuthkit.org/autopsy/images/timelinel.gif




GUI - FTK
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Mobile Device - Oxygen

Main View Tools Service Help

ﬂ.ﬂ.ll devices » 7 Unassigned devices »  Ji) New device (C7-00) - 17.02.2011 11:43:34 [3553790423412358] b ﬂ Device Info
h: SCOMNECE ‘ @ Search L@Export &Print - 0 Help

Device photo 4 | New device (C7-00)

Attribute value Section Statistic
“Z. Phonebook

Attribute name

Common Info

Device notes

Found in Peter's flat

Alias

Retail Name
Manufacturer
Internal Name

IMEI

Hardware Revision
Software Revision
Flight Mode
Extracted by version
Extraction Time

Network Info

Operator

Network

Network Mode
Network Status
Network Band Info
Network Access
MCC

MNC

Cell ID

4. New device (C7-00)
Mokia C7-00

Mokia

RM-5675
355379042841238

N/A

012,004 (2010-09-29)
Mo

3.0.0,805

17.02,2011 11:43:34

Beeline
A
45

0
0
NfA
NyA
0

-

Contacts
Caller groups
Speed dials

@ Messages
Incoming
Sent failed
Event Log
Dialed calls
WiFi
Calendar
Meeting
Memo
Anniversary
Tasks
OQutdated

7| File Browser
Images
Melodies
Videos
Documents

E‘@ Add photo 'ﬁ Remove photo &Set default photo '. Downloadimage 41
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http://www.oxygen-forensic.com/images/screenshots2/images/desktop/Device.png

Mokia C7-00

Analyst version: 3.0.0.809

Expires in 332 days

Extraction Tirme: 17.02,2011 11:43:34




Hardware

 Workstations
— Desktop
— Virtual
— Cloud

* Portable Acquisitions
* Write Blockers




Remember...

It’s not the tool,

It’s the Carpenter!

Thanks for listening!



